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Example Template - Use of ICT Facilities & Devices Policy

1. PURPOSE

[A general statemant amphasizing the efective use of the intemel and amail 88 busingss,
communicalion dnd education feais]

2. ScoPE

[Cutnes ther users and ICT faciliies and dewices coveed by the poficy]

3 LEGAL REQUIREMENTS

[Cuitines the retevant lagal and sfatuton compliance requinemenis].

4. POLICY STATEMENT

[States the agency’s overall polcy i the use of ICT faciifies and devices and algns with
1538, Cabiner endorsed Policy & Principles Statement and approved Code of Conduel].

5. SECURITY

[Thiz section showk refer lo the agancy’s seculy policies which specifically relate fo fthe use
of ICT faciities and dewces and hghhghls Specific BSues, 8. informalen classifeation and
control. fntamet and amail restrctions should alse be relferafed, &, malbox size limits]

G. Access TO ICT FACILITIES AND DEVICES

[Cleary dafines issuas sursunding BC0ass 1o the agency’s ICT faciities and devices
including who his Sceess 1o whal]
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Tool 3: Managing and Controlling Risk

Safeguarding Customer Information
Information Security Policy Sample 1
[Desigrad For An Institution Without Intermat Barking]

jecliv

In response to Section S00(b) of the Gramm-Leach-Bhley Act. [Your [nstitution] has
developed guidelines vo establish approprnate standards relatng 10 the admimistratve,
technical and physacal safeguards of customer records and information. These safeguards
are designed o

«+  Ensure the secunty and coafidenmality of customer information,

¥ Protect against any anticipated threats or hazards to the secunty or infegnty of
such informataon, amd

+ Protect aganst unmithonzed acoess o of use of customer information that could
resilt in substantial hamm or incomvenience (o any customer

This Customer Information Secunty Program will

Identify and assess the nsks that may threaten customer information,

Develop wntten policies and procedurnes 10 manage and comtrol these niks,
Implement and test the plan, and

Adjust the plan to reflect changes in technology, the sensitivity of customer data
and internal or external threats to informanon secunty.

LN NS

Identification and Asvessment of Hisks

[Vour institution] recognizes that it has both intermal and exiemal nsks. Some of these
nsks have already been discussed in the Bank's Pnvacy Podicy and the Bank’s Business
Man. The nsks idennfeed in the Business Plan inclode credin nsk, market nsgks interest
rate migk, liquidity nisk, operatonal nsk, legal nsk, and repanational risk. More nisks ane
detaled in the Contingency PlanEmergency Preparedness Plan of the Bank

AMERICAN BANKERS ASSOCIATION

Data Protection Policy

and 5
Reference the key document, A which
was Esuad 1o all primary and post-primary schocls in 2003,

nitiate s
1 #stablish *  Decde on who will have responsibility for pulling this policy in place.
i *  Eslablish a co-ordinaling group, f considered necessary,
= Sludy relevant resouce d s and begislation, inchdi
v A  for Datn Controliprs — Data Protection
COMETHSSOeT
= Dals Protedion Act, 1658
«  Daln Proledtion (Amendmen|
. P—— [ Act, 2003
Russuris + Education Act, 1984
+  Educalion (Wetare) Ac8, 2000
= Revew exisling pradice or policy in your school on data protection.
*  Meniify the issues that need io be addressed.
Preparation of = (The template Below is designed b0 assis! e drafling process). Each
E draft policy 56hoals gwn contexd will influence the procedunes adopied,
= Circulabe the draft peficy and consull the school community, with
particular mference o teachers and oiher school stall (including
. Circuistiont shafl). p b ] and the board of
Cangultation Managamacinie
& Amend 1he drafl policy, 45 MeCEssady, B N1 of the consulation
process.
= Preserd the policy 10 ihe board of managermeni for ratification.
= Maks provision Bor cifcutation of the palicy. o & Slatement of the key
Ratification and lements of he palicy, 15 all Staff, parerts and students, induding new

Communication

statl and new students,

= Communicate the mbfied policy 10 ather members of the school

comminity.

= Implement The provisions of the policy,

[ T plemenation = Ensume Ihat stafl who handle. or have access (0. perscnad data ae hully
famiiar with the policy.
= Chack that ihe policy & bawng implemaented (8.9, by conducting pediodic
T Menitoring audits of dala prolection procedures) and ienlify any isswes ansing.
= Fevdew and evaluste the impact of the policy &l & pre-galedmined tima,
Ruview, taking into sessur feedback fram he schaol comenunity and olfsr
8 Evaluation and develprments.
Rirvision

= Réndse ad necessary, in ight of the review and evalsalion process,

Information system security policy template



Indormation Securty and Risk Management Pobcy «1.0
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Information Security and Risk
Management Policy

Follcy Statement: This policy sels ocul standards for the management of information
security and information risks across the Trust

Paper Copies of this Document
« I you are reading a printed copy of this document you should check the Trust's Palicy
webasls (htipisharepaintipolicies) 1o ensure that you are usang the most CUrMen version

Ratified Date: 16 March 2011

Ratified by: Information Governance Committes

Review Date: January 2014

Accountable Directorate: Senior Information Risk Owner (SIRO)
Corresponding Author: ICT Governance Compliance Manager
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Information security management system policy template.

1.A APURPOSE Information assets and IT systems are critical and important assets of CompanyName. ¢AAA The words ¢AAACompanyName Group¢AAA will be replaced by the word ¢AAAorganisation¢AAA for statements displayed on devices or equipments that are accessible to the public. Disciplinary action, including dismissal, may be taken
against any CompanyName employee and/or third party vendor who fail to comply with the Information Systems Security Policy, or circumvent/violate any Security Systems and/or protection mechanisms. DownloadA Athis free Information Systems Security Policy templateA Aand use it for your organization. It set a clear direction and demonstrates

support and commitment to information security through the issuance and maintenance of an information security policy across the organization. POLICY CompanyName computer systems must only be used for conducting the Company¢AAAs business or for purpose authorised by CompanyName managementStoring of any non-business related files
and inappropriate materials such as mp3, audio-video, screen saver, etc, is prohibitedStaff should not try to access systems for which they do not have authorisation or which they do not need in order to perform their job. link to Top 25 Web Design Interview Questions and Answers in 2022 link to Top 25 UI Developer Interview Questions and Answers

in 2022 User Access Matrix shall be reviewed at least once every six months or whenever there are changes. CompanyName¢AAAs staff must ensure that CompanyName¢AAAs contractors and others parties authorized by the Company using its internal computer systems, comply with this policy. 3.A AOBJECTIVE The main objective of this policy is to

outline the Information Security¢AAAs requirements to all staff, vendors, consultants, contractors, and contract staff. Staff having knowledge of personal misuse or malpractice of IT Systems must report immediately to management and IT Security. Click here to download System Security Policy Model. Company Negara (BNM) must be notified prior
to commencement of work by any consultant supplier, etc., us1ng the standard notlflcatlon processConfidential 1nformat10n must be protected against theft and unauthorized access during production, transmission, storage and disposal, for example prints shared before the start of work. discard, Encrypt messages if left by e-mail systems, etcThere

,,,,,,,,,,,,,,,,,,,,,,,

successfully logging into a system, orSoon before the login prompt into a system orOn the same screen that provides logging into a systemThe statement will read as follows: Y %o A Aaaa€TM AAa€TM Aaa€TM Aaa€TM Ada€TMAa€TMThe use of this system is restricted to individuals and activities authorized by the management of
the CompanyName Group. It ensures reliable and protected information assets and IT systems to carry out their business, fulfilling the security requirements of its customers. Computer Resource Protection Team must protect computer resources Company against unauthorized access Desktops/workstations/terminals must not stay connected or
unattendedWorkstation Team must back up all important data from your desktops regularly to protect them from loss, corruption or destruction. 2.A/ A ESCOPO All employees, contract employees and third-party suppliers must comply with this policy They use the company's internal computer systems (including personal computers, other this ps
work, infrastructure, applications, devices, and p) and information p 2 (including reporting). Procedures on reassigning IDs, magnp ps, smart cards, etc., must be followed by all means of access (IDs, passwords, magnLetter/smart card) to the information pif kept on computer systems must be immediately removed from all employees who offered their
license or whose services have been terminated, access must be documented in the user access matrix. This document provides management guidance and support for information security. 4. All access must be allocated based on the access matrix A endorsed user access matrix Data or information pn not to be used u p ny, or lists of Company
employees and customers and customers shall not be provided to parties outside the company's system controls that are in use in the company or in the way they are implemented shall not be disclosed to parties outside The Company's confidential information shall be transmitted over the Internet, shall be encrypted using authorized encryption
Software containing confidential information shall be destroyed or permanently deleted (irretrievable) before p p p p p confidential information is printed must be properly stored about information edadissecen edadissecen amu me saossep s A odad res edop 3As ele a osseca o euq ©A )cte BSU hsalf edadinu ,odigAr ocsid ,sepAsserpmi ,)sDVD uo sDC(
socsiD samargorp uo erawtfos reuqlauq ravitased/riulcxe/revomer arap ofAssimrep met o£An 2AcoVasrev-eciv e aserpmE alep odazirotua euq sonem aA Aaserme ad snif so arap odasu res edop ofAn odaicnecil erawtfos ortuo uo laossep erawtfos Oa$Anecil ad sepA§Aidnoc e somret son oditimrep etnematicilpxe emrofnoc otecxe ,odaicnecil erawtfos
euqilpud uo eipoc acnuN .rodatupmoc ues me ralatsni euq a§Anecil ed serawtfos so sodot arap aserpmEemoN alep aditbo adiljAv a§Anecil amu ret eved 2AcoV .odibiorp etnematirtse ©A ).cte ,ralocse uo avitatirac ,asoigiler ,acitAlop ofA§Aazinagro ,ailAmaf ad orbmem ,laossep etneilc ,ajes uo( soriecret ed emon me uo laossep osu arap aserpmEemoN
ad sosrucer e sepA§Aamrofni ed sametsis ed osu Ool- .Alcnedlvorp .Areved laossep ed otnematraped od efehc o ,oirjAssecen rof sianoicida sovitacilpa uo sepA§Anuf a osseca o eS .secidn2Apa sues e a§Anaruges ed a01tAlop atse rirpmuc a sadagirbo ofAs sepiuge sa sadoT OAAACILPA .5 sairjAssecen siam merof o£An es sadivomer res meved aserpme
ad eder a e rodatupmoc ed sametsis so moc aserpme A etnecnetrep ofAn uo laossep rodatupmoc ed | otnemapiuqge reuqlauq ed seprenoc SAIT ed a§AnarugeS ed otnematrapeD od e seroirepus sues ed aivoArp oEA§Aavorpa a mes aserpme ad ametsis reuglauq a ralucniv e ratcenoc es arap aserpme A etnecnetrep o£An uo laossep rodatupmoc ed
otnemapiuge ues rasu edop ofAn epiuge Alacol on ratse eved odaugeda otnemaicnereg mu ed aicn¢Atropmi a ,ovitom etse roP .o£A§Aetorp ed omsinacem uo/e a§Anaruges ed ametsis reuglauq eloiv/aduli uo ,aserpmE A A a§Anaruges ed sac1tAlop sa moc arpmuc ofAn euq aserpmEemoN ad epiuge reuglauq artnoc sadamot res medop , ofAsicser
odniulcni ,seranilpicsid sepASAA .ofArdap ofA§Aagluvid o£An ed otartnoc o ranissa meved ,emaNynapmoC a moc ohlabart ues etnarud sepA§Aamrofni siat a sotsopxe ,.cte ,serodecenrof ,serotlusnoc ,otnatroP .aserpmE ad majes o£An euq soirjAnoicnuf a aserpmE ad etneilC od sepA§Aamront sa ropxe otiled mu ©A ,AIFAB a odnugeSotnemicehnoc ed
esaB Installed by the businesswoman on your computer or workstation should not use any software (freeware, shareware, commercial software) for activities that DNA Esu sti Rofa Rof Elbisnopser Dleh eb ©.esle Enoyna HtesLaMoc fo Noitcetorp eht, noitcetorp NWO RUOO Rof & A,.secivres Retupmoc DNA NTACRABC OT SEEKROV ™ A, ytirnoc A € ¢
¢ Ynapmoc eht Sesu DNA Et Tuiy NehTa EtniTa Etht NOISIVID SMetys NOITAMROFII SA 4 € ¢ Emannoc Gua Ntf Knidulcni (StnenopMOC Retupmoc YNA ETUTITSBUS RO, Ecalper, Evomer, DDA Ton Supplies Uoyamrefri Eht DNA SnaynapCOn EHT EMTUDP PREH OT ELBISNOPSER EEYOLPME YBRETME RNItupS Lanimreti ot measby Retupmoc
YNA FOE Retupmoc fo SEIPOC DECNECILNU RO Lagelli llati ot uoytiruces ti sA € a € ton Desiroh Art Aidem La Gninnacs YB SetsTABPMOro S Snetorp La ™ ¢ You should never use another person's id, password, magnAoticle/smart card, or token unless authorized by the company. Back-ups must also be stored on a peer and secure (CDs or DVDs),
USB flash drives, external hard disks and other removable media containing sensitive data should not be left around and should be kept under lock and key when not in use of equipment belonging to the Company should not be taken out of the company without proper authorization The implementation of IT solutions p be made or coordinated by the
Department of Information Technology 4,8 The Internet of the Internet of the authorized The company team should be for the realization of the company's 3 or for authorized purposes OnlyCompanyName personal should not use the facilitieses of the company to deliberately propagate any virus, worm, Tru 3 1 Jia, etc.com Employees should seek legal
assistance and management approval before embedding anything downloaded from the Internet (or any external online service) into a product or material company that they intend to distribute internally or externally you cannot create web or home pages containing information company without prior approval via ManagementWeb page content
must conform to company-specific directives, and the page layout must follow the guidelines that you do not have permission to speakOr write on behalf of the company in any group of nonActs, A¢ & -~ AChat GroupA¢ & 3— or any other Web Or respond to queries / requests pes, unless already authorized by the Company to perform this function of
network scanning, using any hardware equipment or software is strictly prohibited from 4.9 using equipment not belonging to company, the whole equipment used to access the company's information systems be properly supervised and controlled so as not to jeopardize the and privacy of information residing in the system. When the role of the
service provider is outsourced for a supplier, the outsourced supplier must ensure compliance with this polic. Non-authorized use can result in appropriate disciplinary action and / or legal process. Roll down to the bottom of the page for the download link. The appropriate steps must be taken to ensure that all IT information and systems are properly
protected from a variety of threats. threatens.
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